CONTENT WARNING

This presentation engages with sensitive
material, including descriptions of
misinformation and conspiratorial content.

Your discretion Is advised and
encouraged.
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The 2019-nCoV outbreak and response has been accompanied by a massive ‘infodemic’ - an over-abundance of
information — some accurate and some not — that makes it hard for people to find trustworthy sources and reliable

guidance when they need it.
World Health Organization (Feb. 2, 2020)

“We’re not just fighting an epidemic;
we’re fighting an infodemic.”

Tedros Adhanom Ghebreyesus/WHO (Feb. 15, 2020)
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Tochnology The coronavirus is the

Review — first true social-media
“infodemic”
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In this module, we will examine:
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1. The emerging alliance between seemingly
disconnected groups ensnared in the infodemic

2. The basis and appeal of conspiracies that arise
In a time of crisis

3. The role that social media plays in facilitating
the spread of COVID-19 conspiracies

4. Strategies to mitigate the COVID-19 infodemic
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NN Will a Covid-19 vaccine signal an end to the anti-

Hewko & Hotez (June 1, 2020)

vaccine movement?

guardian Coronavirus causing some anti-vaxxers

1820: *Plague*
1920: *Plac u

W

)

2020: *anti-vaxxers*u

to waver, experts say

Henley/The Guardian (April 21, 2020)

A~ Ethan Klein
@h3h3productions

| bet anti-vaxxers will be real quiet when that corona vaccine comes

out

10:38 PM - Mar 29, 2020 - Twitter for Android

15.7K Retweets 473 Quote Tweets 137.8K Likes

A

ControversialOpinionz/Imgur (2020)
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Anti-Lockdown Protests
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Josh Edelson/Agence France-Presse — Getty Images Peter Zay/Anadolu Agency via Getty Images
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Donald J. Trump & 2
@realDonaldTrump ’ :
’ Ik

LIBERATE MICHIGAN!

Vaccine
hesitancy

White supremacists

Casey Weinstein/Twitter (2020)
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These groups are not mutually exclusive nor exhaustive

Not all members in all groups can be described as extremist
(The majority of Americans believe at least one conspiracy!)

Robust social media presence

© 2020 The Regents of the University of California
copyright@uci.edu



Mlchael Swan/Fllckr

Oxford University Press (2017)

THE DEATH
| B OF EXPERTISE
This & abut [ P
T’RANN y .Saqd IWhv it MZ:vtersge
‘ Vs -
'FREEDOM |8 ' Alternative health modalities TOM NICHOLS
Perceived loss of civil liberties Erosion of institutional trust

AN v
Anti-Lockdown Protests

P ~

Right-wing funders Lockdown fatlgue

l:ns= Recruitment tunit ANTI-MASK
—— Sal(.)ll eCrLfI ment opportunity MEET'NG

e White supremacists are using anti-lockdown '
C(?NVENTION of STATES ACTION pl‘OteStS tr::) recruit new mem‘gers TON'GHT (sat“rda') J"- 25
/ﬁ:reedomWorks Boggioni/Salon (May 3, 2020) DREAMLAND RINK

To Protest Against the Unhealthy Mask Ordinance
San Francisco Chronicle (1919)
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-

) An alleged, secret plot

) A group of conspirators

€) ‘Evidence’ that seems to support the conspiracy theory

) They falsely suggest that nothing happens by accident and
that there are no coincidences; nothing is as it appears and

“attempts to explain the
ultimate causes of significant
social and political events as

secret plots by powerful and

malicious groups.”

“Why Conspiracy Theories Matter”
(Douglas & Sutton 2018, 256)

everything is connected.
) They divide the world into good or bad.
{3 They scapegoat people and groups.

European Commission (2020)
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LATE CITY EDITION

“All the News Waahec: Mild wdayi chance o o
That's Fit to Print” Temp.ringe, vody 40.60; Toeriny
5576, Full U, report on Page 3.

ISCEVTS

VOL .CXXII.. No. 42 n © 399 D¢ e Tk T NEW YORK, WEDNESDAY HAY 2J 1973

NIXON CONCEDES WIDE WHITE HOUSE EFFORT
TO CONCEAL SOME ASPECTS OF WATERGATE;
CITES HIS CONCERN OVER NATIONAL SECURITY

New York Times (1973)

Wikimedia

NASA/Newsmakers/Getty Images

I'M NOT SA!IHE ITWAS ALIENS CI A offici als £y L7 |
: 3 NOW...Scientific Evidence
okayed mlnd on Effects of Smoking!

A\mmcu. SPECIALIST is making regular bi-
monthly examinations of a group of people First and Only Premium Quality

[
from various walks of life. 45 percent of this Cigarette in Both Regular and
group have smoked Chesterfield for an average Kil Si;
o ing-Size Ly —

After ten months, the medical specialist reports
that he observed. ..

no adverse effects on the nose, throat and

WASHINGTON POST SERVICE
WASHINGTON — The CIA Wednesday released Thov - 2 Tennin Tase 2 %
documents showing that many high agency .”“-‘. diciiole e ’su'l?slanl‘os ‘."“’h sinuses of the group from smoking Chesterfield. ﬁ
officials knew and approved of the behavior-con- ing illogical thinking and impul-
trol experiments known as the MK-ULTRA . sivenes to the point where the re- MUCH MILDER

program in at least one university. inie o > H odite i N
The officials included then-CIA director Allen ”I"';f',, g ol e it
Dulles and senior aides Richard M. Bissell Jr., puonc €0A ETTE

C.P. Cabell, Lyman Kirkpatrick, Lawrence

- ] Houston and Richard Helms, according to the The agency also was interested in “a knockout o o e
‘ documents. Helms later became director. - . pill which can surreptitiously be administered in
o] CONTAINS TOBACCOS OF BETTER QUALITY AND HIGHER

An additional 1,760 pages of documents per- drinks, food, cigarettes, as an aerosol,” to pro- BAS
HCE THAN ANY OTHER KING-SIZE CIGARITTE

aining he MK-ULTRA gra vere made
l pUDIC under terms of the Freedom of Informa. 4¢3 “maximum of amnesia," and a substance. s
sTenv.oom San Antonio Express (August 18, 1977) Chesterfield (1953)
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Bianca Bagnarelli / for NBC News

jan-willem van prooijen

the psychology of

CONSPIRACY
THEORIES

THE
PSYCHOLOGY
OF EVERYTHING

Routledge (2018)

5:' -~'. O P "—:lt‘ W R
Bloomsbury (2015)

‘sophisticated and absorhing ... a first-class book'- Sunday Times
ROB BROTHERTON
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The Psychology of Belief

Confirmation bias
Seeking out information that aligns
with existing beliefs

Cognitive dissonance

Discounting incoming information
that threatens our beliefs

Motivated reasoning

Evidence is more persuasive when it
favors something we want to believe

© 2020 The Regents of the University of California
copyright@uci.edu



Social Ecological Model

Uncertainty

Risk of exposure to
misinformation

Response to

Social supports
COVID-19

Connectedness to Culture

work, religion, etc.

Cognitive biases

Social networks

Pattern recognition

Individual | Interpersonal | Institutional Societal

Desire to stand out

Crises

Emotional processing Group norms

Access to reliable
information

Laws, rules,
regulations

Alienation
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Conspiracies are an expected side effect of key historical events
(In that respect, the COVID-19 pandemic is no different!)

So what’s different now?

Political polarization + Speed of circulation
on social media

© 2020 The Regents of the University of California
copyright@uci.edu



Ho

YOU ARE
HERE

A FIELD GUIDE FOR
Navigating Polarized Speech, Conspiracy
Theories, and Our Polluted Media Landscape

MIT Press (2020)

1996

David Corrigan/NYC Science Data Academy (2018)

2016

Deep memetic frames

“what we believe in our bones to be true about the world.”

“they shape how we see and what we know (or think we know)

so completely that we probably don’t even notice them.”
“Please, Please, Please Don’t Mock Conspiracy Theories” (Phillips/WIRED 2020)

“guide a person’s journey through life, but they don’t necessarily

correspond to the actual topography of the land.”
You Are Here (Phillips & Milner 2020)
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Boris Johnson learns no one is immune to Covid-19
Opinion by Rosa Prince

(© Updated 2:51 PM ET, Tue March 31, 2020

Ve Brazil's Jair Bolsonaro gets coronavirus after
months of downplaying the pandemic
@NEWS Jen Kirby/Vox (July 7, 2020)
Tennis champ Novak Djokovic tests
positive for COVID-19, apologizes for

holding tournament: 'We were wrong . .
Emily Shap%,ABc News (June 23, 2020) & Ohio veteran, 37, who went viral for

refusing to wear a mask, died of
COVID-19

Joshua Bote USA TODAY
Published 6:44 am. ET Jul. 17, 2020 | Updated 6:44 a.m. ET Jul. 17, 2020

REUTERS
Herman Cain, ex-presidential candidate who
refused to wear mask, dies after COVID-19

diagnosis

S Reuters (July 30, 2020)

Source: Wikimedia © 2020 The Regents of the University of California
copyright@uci.edu



A Perfect Storm?

We’re more connected than ever In a digital environment that
Is not heavily regulated

during a global pandemic that leaves us stranded at home in front of our computers.

© 2020 The Regents of the University of California
Image credit: cromaconceptovisual/Pixabay copyright@uci.edu



“A lie can travel halfway around the world
while the truth is still putting on its shoes.”

PLANDEM'C

THE CONVERSATION
The Victorians had the same concerns about

technology as we do

Melissa Dickson/The Conversation (June 21, 2016)

© 2020 The Regents of the University of California
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Ehe New QJork Times
Houw the ‘Plandemic’ Movie and Its
Falsehoods Spread Widely Online

25 million interactions

“Plandemic”

20

Total interactions on Facebook
for recent popular videos

15
10

05 [f
— Taylor Swift's "City of Lover”
L7

0.0 77 I [
First post 1 week after 2 wesks after

Frenkel, Decker & Alba/The New York Times (May 21, 2020)

Pentagon
“aerial

=% “The Office” reunion

phenomena”®

POLITICO

Sinclair to delay segment featuring
‘Plandemic’ conspiracy theory

Aubree Eliza Weaver/Politico (July 25, 2020)

Pew Research Center {3 ~
@pewresearch

NEW: 25% of U.S. adults see at least some truth in the
conspiracy theory that COVID-19 was planned. But

those shares differ by demographics and partisanship.
(July 24, 2020)
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COVID-19-Related Infodemic and Its Impact on
Public Health: A Global Social Media Analysis BIB|C
Coronavirus: World leaders' posts

Md Saiful Islam et al. 2020
deleted over fake news

If th.e w.rus s exp;med to a tem.per.ature of 26-27 * C. it will be killed, .35_ it does BBC (March 31, 2020)
not live in hot regions. Also drinking hot water and sun exposure will do the

trick
And stay away from ice cream and eating cold is important.

Gargle with warm and salt water kills the tonsils’ germs and prevents them

from leaking into the lungs.

Adherence to these instructions fulfills the purpose of preventing viruses.

UMICEF 08:22

WhatsApp/Al Jazeera (March 10, 2020)

BIB|C
'Hundreds dead’ because of Covid-19 _ , _
Photo credit: Eva Marie Uzcategui/Bloomberg

misinformation

Alistair Coleman/BBC (August 12, 2020)
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THE ARCHITECTURE OF NETWORKED DISINFORMATION

REFERENCE: Ong, J.C. & Cabanes, J.V. (2018). Architects of Networked Disinformation

Political Clients (Hidden virality)

Chief Architects of PPPTTTTTLLLLL bbb L LT LT PP
Networked “_.--“
Disinformation o
Elite advertising and PR strategists: .’. Cl'o-sed or conswmcy PrOfe'55|°na.l
they liaise with political clients and set campaign l. Anonymous Web semi-closed 't' MEdia
objectives .

..
Digital Influencers e,

L]

Anonymous Influencers: ..."'--.,....... ---------""

Anonymous operators of social media pages with
humeorous/ inspirational/ pop culture content:
they translate campaign messages into viral posts

Key Opinion Leaders:
Celebrities and pundits with highly engaged fans

and followers on social media: they carry core

DRAFT claire wardle/First Draft (2018)

1 PAID |

Community-Level Fake
Account Operators

Precarious middle-class workers subcontracted by
ad and PR strategists or hired by politicians'

chief-of-staff: they amplify reach and create [ ] L]
“illusions of engagement” F I n l n s °
Ceritar for Countareg Digital Hare

Platform | Posts Group/ account | Post Flagged as | Total acted
Reported removed removed false upon

Politician's fan page moderators, unpaid opinion
leaders, volunteer political organizers Fat!hﬂﬂk 334 U-U% 1[]‘2% 2-1% 12.3%

Instagram | 135 5.9% 4.4% 0.0% 10.4%

Twitter 179 2.8% 0.6% 0.0% 3.3%

Total 649 2.0% 6.3% 1.1% < 9.4% )

Architects of Networked Disinformation (Ong & Cabafies 2018, 9) #WilltoAct (Center for Countering Digital Hate 2020, 9)
© 2020 The Regents of the University of California
copyright@uci.edu




AVAAZ

__¥ o Global health misinformation spreading networks

' spanning at least five countries generated an
estimated 3.8 billion views on Facebook in the last
year.

FaCEbOOk s Algorlthm: - P . o Only 16% of all health misinformation analysed had
A Major Threat to Public " — Conentbeing fact-checke, the other 643 of artles

Health

Avaaz (August 19, 2020)

and posts sampled in this report remain online
without warnings.

guardian Facebook algorithm found to 'actively
promote' Holocaust denial

Mark Townsend/The Guardian (August 16, 2020)

One in three Americans say they
1 won't get coronavirus vaccine: poll

J. Edward Moreno/The Hill (August 14, 2020)

© 2020 The Regents of the University of California
copyright@uci.edu



POLITICO “the relative magnitude of

You’re Living in the Golden Age of the misinformation
Conspiracy Theories problem on Facebook has
Zack Stanton/Politico (June 17, 2020) deCI | ned Since its peak.”

"Trends in the diffusion on social media“
(Allcott, Gentzkow & Yu 2019, 1)

DAILY:NEWS
Conspiracy theories have hounded America since the start, just

used in new ways
Joseph Uscinski/New York Daily News (Sept. 5, 2020) m
[een o] B crie ‘ The Strange, Centuries-

Long History of Satanic
Pedophile Panics

" worship called . ~
;’éiijﬁs,-%‘—"’ W Satanism haunts tal

2 S0 et b PAKERSFIELD, Ci
OFF s o b o Bt o g
'.‘

s Do mia You can se cases accoms __,_,,,'_,..r'—‘.-(

AT . Sm offeq

50‘@ Oi\g“aﬂ}f > Modern-day conspiracy theories like Pizzagate and 'QAnon' have
hee e . ==l e y conspiracy _ 9

The New York Times/YouTube (March 10, 2014) roots that stretch back to medieval Europe.

Mark Hay/Vice (November 15, 2018)

© 2020 The Regents of the University of California
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“The strain of living in this particular time, with a dragging, devastating pandemic
and a global uprising against police brutality and racial injustice, crashing togeth’

at the highest speed, has accelerated something that’s been going on for years.
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are suddenly meeting and merging, a melting pot of unimaginable density.”
¢ Anna Merlan/Vice (July 17, 2020)

© 2020 The Regents of the University of California
Image credit: Hunter French/For Vice copyright@uci.edu




AX108 11 GOP congressional nominees
support QAnon conspiracy

Jacob Knutson/Axios (July 12, 2020)
Donald J. Trump & . 4
@realDonaldTrump

Congratulations to future Republican Star Marjorie Taylor
Greene on a big Congressional primary win in Georgia
against a very tough and smart opponent. Marjorie is strong
on everything and never gives up - a real WINNER!

5:29 AM - Aug 12, 2020 ®

Marjorie Taylor Greene/YouTube (2020)

The Washington JPost (I izccrosne 2o

I ° False flag. Planted Comet Pizza Gunman will be
Plzzagate gunman Says used to push for censorship of independent
he was fOOliSh, I'eCk]eSS, news sources that are not corporate owned

s0er 2704 HAN2WENSAR

4:40 PM - 4 Dec 2016

mistaken — and sorry

Spencer S. Hsu/Washington Post (June 14, 2017)
© 2020 The Regents of the University of California
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Social Ecological Model

Reevaluate

Increased regulation Enlightenment ideals

“Flatten the curve” of
misinformation

Avoid mocking
others’ beliefs

Promote science as
evolving process

Report harmful content Study infodemiology

Individual | Interpersonal

Institutional + Policy| Societal

Promote credible messengers

Engage with
underlying frames

Improve digital literacy

Engage with others
strategically
e'qu & @ i \ 65\(\0'5!

2020.02.26 HE3ZHR Just going out °°
-~

for a bit... P ’x“l- ){‘ o

>

- Good shiba

Humor over |5 /
/ Where are you going!?

rumor Aren’t you under household

.y isolation/quarantines now!?

under h

\ : Seymour Wally / NY Daily News
Stay home to protect

1] yourself and others Vla Getty Im ag es

L}

TaipaiUrbanism/Twitter(March 22, 2020)
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“If facts aren’t how we got there,
then facts won’t change our minds.”

You Are Here (Phillips & Milner 2020)

MIT Press (2020)
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